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Agenda

A. Amending terms of use
B. Online Privacy, Presented by Jennifer Stanley
C. User Generated Content
D. Jurisdiction
E. Comparison of Terms of Use



Business Activities Potentially Covered by
Website Terms of Use

 Company-provided content
 Text, images, podcasts, webcasts, marketing materials

 User-generated content
 Forums, blogs, wikis
 Email, instant messages
 Uploaded files, solicitations

 Software and support services
 Patches, sample code, beta code, executables (including user-

generated)
 Open source

 Hosted services
 ASP, SaaS, On Demand, BPO
 Providing hosting infrastructure for others



Objectives for Terms of Use

 Protection
 Liability and compliance
 Company assets
 User experience and rights

 Education
 Let users know what to expect

 Plain language v. legalese
 Placement/accessibility

 Encourage use of the site and resources
 Promote free expression, access and creativity



Potential Conflicts with Other Agreements or
Obligations

 Types of obligations that might conflict
 Customer agreements (Wells Fargo case)
 IP licenses, software EULAs
 State, federal and international laws

 Translation requirements, disclaimers, warranties, privacy
 Terms

 Choice of law, forum, jurisdiction
 Scope of licenses
 Acceptable uses
 Boilerplate – indemnification, termination, limitations



Effectiveness of Unilateral Modification to a
Service Provider’s Service Contract by Posting of
the Revised Contract on its Website



Douglas v. Talk America, Inc. (495 F.3d 1062
(9th Cir. 2007))

 Facts
 Talk America provided long distance telephone service to

customers including plaintiff.

 Talk America then added four provisions to the service contract,
including an arbitration clause, and posted its revised contract on
its website without notifying plaintiff that the contract had changed.
Unaware of new terms, plaintiff continued to use Talk America’s
services for four years.

 After becoming aware of additional charges, plaintiff filed a class
action suit in district court.  Talk America moved to compel
arbitration based on the modified contract and the district court
granted the motion.  Plaintiff then petitioned for a writ of
mandamus.



Douglas v. Talk America, Inc. (cont’d)
 Ruling

 A service provider cannot unilaterally change the terms of its service contract
by merely posting a revised contract on its website.

 Parties to a contract have no obligation to check the terms on a periodic
basis to learn whether they have been changed by the other side.  A party
cannot unilaterally change the terms of a contract; it must obtain the other
party’s consent before doing so.  This is because a revised contract is merely
an offer and does not bind the parties until it is accepted.

 An offeree cannot actually assent to an offer unless he knows of its
existence.

 Even if plaintiff’s continued use of Talk America’s service could be
considered assent, such assent could only be inferred after the plaintiff
received proper notice of the proposed changes.

 The district court erred in holding that plaintiff was bound by the terms of the
revised contract based on his continued use of Talk America’s services when
he was not properly notified of the changes.



Harris v.  Blockbuster Inc.(No. 3:09 – CV – 217 –
M (N.D. Tex. April 15, 2009))

 Facts
 When customers rented videos from Blockbuster Online, a

program would transmit the customer’s choice to
Facebook, which would broadcast that choice to
customer’s Facebook friends.  The plaintiff claimed this
arrangement violated the Video Privacy Protection Act.

 Blockbuster attempted to invoke an arbitration provision in
its “Terms and Conditions”, and moved to enforce the
arbitration provision before the case went to court.



Harris v.  Blockbuster Inc.(Cont’d)

 Ruling
 Court concluded the Blockbuster contract and the

arbitration provision contained therein were illusory, and
therefore not enforceable.

 Under the contract, Blockbuster reserved the right to
modify the Terms and Conditions, including the section that
contained the arbitration provision, at its sole discretion,
and at any time.



Harris v.  Blockbuster Inc.(Cont’d)

 Ruling (cont’d)
 Nothing in the Terms and Conditions prevented

Blockbuster from unilaterally changing any part of the
contract other than providing that such changes would not
take effect until posted on the website.  This ability to
“change the rules at any time” made the contract as a
whole illusory and unenforceable.



Harris v.  Blockbuster Inc.(Cont’d)

 Ruling (cont’d)
 However, the Court highlighted a case where the Texas

Supreme Court rejected an argument that an arbitration
clause was illusory, because the provision in question
specifically limited the defendant service provider’s ability
to apply changes to its agreement, precluding application of
any amendments to disputes which arose (or of which the
service provider had notice) before the amendment.

 The implication is that limitations on the ability of a service
provider to unilaterally modify its agreement, such as
providing that amendments do not apply retroactively to
events that occurred prior to such amendments, may allow
such unilateral modifications to be enforceable.



Options for a Website Owner that Wants to
Amend its Website Terms of Use:
 Get all its existing users to agree to the amended terms using

normal contract formation processes, including offer,
acceptance, and consideration.

 Include a provision in its original terms of use contract explicitly
reserving the right for it to unilaterally amend the terms of such
contract after providing notice to users, and giving them the right
to accept or reject such amended terms.  The website owner
should also limit the application of amendments such that they
apply only prospectively from the date of the amendment.

 Apply new terms only against new users, and allow legacy users
to remain on the old terms.



Possible Application of the ALI Principles of the
Law of Software Contracts

 Adopted by ALI on May 19, 2009
 Applies to software downloads, but may be

broader
 Changes of terms require assent (cannot

agree in advance to changes)
 Indemnity obligation (different from UCC2

warranty of non infringement)
 NEW: Warranty of no hidden material defects

(non disclaimable)



Online Privacy



Online Privacy

 When to have an online Privacy Policy?
 Required?
 Nice to have?
 Personally identifiable information
 Anonymous information
 Age of users – should match Terms of Use
 Applicability of COPPA

 Incorporated into Terms of Use or not?



Online Privacy

 Collection of PII internationally
 EU, Canada, Australia, South America, Asia
 Best practices for international collection

 Where is the majority of the target audience?
 Local advice
 Local compliance in the EU



Terms of Use Comparison

 Social Networking Sites
 e.g. MySpace and CafeMom

 Blogger Sites
 e.g. Blogger and WordPress



Terms of Use Comparison

 Age limits
 Content limits
 Access to personal information
 Ownership of content
 DMCA Policy
 Lawsuit related terms



Important Clauses for UGC
Focused Web Services



Important Clauses for UGC Focused Web Services

 Ability to modify terms
 Notice
 Opportunity to reject terms (e.g. terminate account)

 Limited license and reservation of rights
 Prohibited uses
 Content restrictions
 Submission rules and limitations

 Ownership/license for creative content (e.g. images, videos, blog post)
 Ownership/license for general submissions (e.g. forum post, customer service

submissions, suggestions)

 Indemnification
 Right to remove
 IP dispute resolution process
 Termination and survival rights



 Understand who is your user base
 E.g., children, artists, writers, sellers, etc.

 Non legalese where possible
 Clear and concise
 Good examples (e.g. of prohibited content)
 Fair balance of the business and legal objectives
 Adequately protect the business without adding

unnecessary clauses and language
 Understand cultural/language differences

 E.g. international audiences

User Friendly Language & Terms



 Make sure all business units fully understand the
changes and how they may effect their segments

 Clearly communicate the changes early
 Allows time to amend changes before they are implemented based on feedback
 Gives your community time to digest and accept the changes

 Have a PR and communication plan
 Before, during and after
 Users (tiered communication)
 Partners
 Consumer and Business Press
 Social media

 Post the major revised terms prior to effective date
 Stand by final revised terms

Approach to Implementing Radical/Controversial Changes



 1.2 Delivery Format.  You will deliver Publications to us in accordance with the electronic formatting and delivery
requirements set forth below in this Section 1.2 and any updated or additional formatting and delivery requirements we
provide from time to time, along with a print replica of the intended outcome of the Publication feed in the form of a pdf
or similar file which we may use as a reference for quality assurance and error correction. You further authorize us to
compare the provided Publication against versions you publish online (e.g. versions you post of the Publications on your
website) and to conform the version you provided to us to the version you publish online. You will deliver a full text, well
formed XML feed of each publication from which you have removed all advertisements and other materials that are
primarily intended to advertise or promote products or services and from which you have removed all video and / or
user-generated links (e.g., Reddit, DIGG, and Technorati). All deliveries must be free and clear of viruses, worms and
other potentially harmful or disrupting code. At or before your first delivery of each Publication, you will deliver to us a
copy of the logo for the Publication that is suitable for our use to market and advertise the Publication. If you do not do
so, you authorize us to select, and license us the right to use, logos from the Publication as you deliver them to us or as
you may otherwise publish the logos online.

 4. Royalties. Provided you are not in breach of your obligations under this Agreement or any term of this Agreement, we will pay you a
royalty equal to thirty percent (30%) of Subscription and Single Issue sales revenues actually received by us from sales of Subscriptions
to and Single Issues of your Publications, net of refunds, credits, bad debt, and any taxes charged to a customer (including without
limitation sales taxes) (a “Royalty”). Subscription and Single Issue sales revenues means only amounts actually received by us for the
sale of Subscriptions to and Single Issues of your Publications through the Program and excludes any fees paid for any product or
service other than a Subscription or Single Issue, even if sold together with any Subscription or Single Issue. If we sell a Subscription or
Single Issue to a Publication together with any other content at one undistinguished price (the “Single Price”), sales revenues for such
sale will be allocated on a pro rata basis based on the then-current stand-alone retail price for each individual content title included as
part of such sale (after taking into account any discounts accorded each participating title in the Single Price sale).

 8. Amendment, Term and Termination. We reserve the right to change the terms of this Agreement at any time. We will notify you of
changes to this Agreement by sending you an e-mail to the e-mail address registered for you in the Application or by posting the updated
agreement on Amazon.com. If you do not agree to the changes, you will be entitled to terminate the Agreement by providing us written
notice (in the manner provided in Section 14.2) and removing your Publications from further sale through the Program by using our
Program procedures for removal of Publications from further sale within seven (7) days of our notice to you. IF YOU DO NOT GIVE US
NOTICE OF TERMINATION, YOUR CONTINUED PARTICIPATION IN THE PROGRAM FOLLOWING POSTING OF THE CHANGES
OR OUR NOTICE TO YOU WILL CONSTITUTE YOUR ACCEPTANCE OF THE CHANGES. This Agreement will remain in effect unless
and until terminated by either party in accordance with this Section. Amazon has the right, in its sole discretion, to terminate this
Agreement without cause upon notice to you which may be delivered by an email sent to the e-mail address registered for you in the
Application. You have the right, in your sole discretion, to terminate this Agreement without cause by delivering at least 30 days’ prior
written notice to Amazon delivered as provided in Section 14.2 below. All rights to Publications acquired by Customers prior to
termination shall survive termination, and Amazon shall be entitled to retain archival copies of the Publications after termination in order
to provide access or copies of the Digital Books to customers who have purchased Publications prior to termination.

Recent Examples of Controversial Terms: Kindle



 You hereby grant Facebook an irrevocable, perpetual, non-
exclusive, transferable, fully paid, worldwide license (with the right to
sublicense) to (a) use, copy, publish, stream, store, retain, publicly
perform or display, transmit, scan, reformat, modify, edit, frame,
translate, excerpt, adapt, create derivative works and distribute
(through multiple tiers), any User Content you (i) Post on or in
connection with the Facebook Service or the promotion thereof
subject only to your privacy settings or (ii) enable a user to Post,
including by offering a Share Link on your website and (b) to use
your name, likeness and image for any purpose, including
commercial or advertising, each of (a) and (b) on or in connection
with the Facebook Service or the promotion thereof.

Recent Examples of Controversial Terms: Facebook



Questions and Comments


